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A quide to how we protect
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Your Privacy
Is Our Priority
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OUR PLEDGE REGARDING
MEDICAL INFORMATION

We understand that med-
ical information about you
and your health is personal.
We are committed to protect-
ing your medical information.
We create a record of the care
and services you receive at
Rockford Health System. We
need this record to provide
you with quality care and to
comply with certain legal
requirements.  This notice
describes how we, the
Rockford Health System
Organized Health Care
Arrangement (OHCA), may
use and disclose your protect-
ed health information to carry
out treatment, payment, or
health care operations and for
other purposes that are per-
mitted or required by law. 

The Rockford Health
System OHCA consists of
Rockford Memorial Hospital,
all of Rockford Clinic, the
Visiting Nurses Association of

Greater Rockford, Rockford
Radiology Associates,
Rockford Radiation Oncology,
Ltd., certain members of the
Unified Medical Staff of
Rockford Health System and
all physicians employed by
Rockford Health System.

This notice covers all infor-
mation in the written or elec-
tronic records which concerns
you, your health care, and
payment for your health care.
It also covers information we
share within the OHCA and
with other organizations to
help us provide your care, get
paid for providing care and
manage our administrative
operations.

This notice also describes
your rights to access and con-
trol your protected health
information.

We are required by law to:

• Make sure that medical
information that identifies
you is kept private; 

JOINT PRIVACY NOTICE
This notice describes how medical information about you may be

used and disclosed and how you can get access to this information.
Please review it carefully.
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• Give you this notice of our
legal duties and privacy
practices with respect to
your medical information;
and

• Follow the terms of this
notice or any subsequent
notice that is later in effect.

HOW WE MAY USE AND
DISCLOSE MEDICAL
INFORMATION ABOUT YOU

The following categories
describe different ways that
we are permitted to use and
disclose your medical infor-
mation.  Each category will be
defined and an example pro-
vided.

Treatment: We may use
your medical information to
provide medical treatment or
services.  We may disclose
your medical information to
doctors, nurses, technicians,
students or other personnel
who are involved in taking
care of you.  For example, a
doctor treating you for a bro-
ken leg may need to know if
you have diabetes because
diabetes may slow the heal-
ing process.  In addition, the
doctor may need to tell the

dietician if you have diabetes
so that we may arrange for
appropriate meals.  Different
parts within the Rockford
Health System OHCA also
may share your medical infor-
mation in order to coordinate
the different things you need,
such as prescriptions, lab
work and x-rays.  We also may
disclose your medical infor-
mation to people outside the
RHS OHCA who may be
involved in your care outside
the hospital or clinic, such as
family members, home health
agencies, reference labs or
others who provide services
that are part of your care.
These are only examples and
we may use or disclose infor-
mation about you to provide
you proper treatment in many
other ways.

We will comply with the
requirements of those Illinois
laws that limit the use and
disclosure of certain medical
information. For example, we
will not use or disclose any
information regarding your
HIV or AIDS status, mental
health or developmental dis-
abilities information, or
genetic testing results without
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your express authorization,
except as otherwise permit-
ted by those laws regulating
the use and disclosure of such
information.   

Payment: We may use and
disclose your medical infor-
mation so that the treatment
and services you receive
through the Rockford Health
System OHCA may be billed
and payment may be collect-
ed from you, an insurance
company or a third party.  For
example, we may need to
give your health plan informa-
tion about the surgery you
received at the hospital, so
your health plan will pay us or
reimburse you for the surgery.
We also may tell your health
plan about treatment you are
going to receive to obtain
prior approval or to deter-
mine whether your plan will
cover the treatment. 

Health Care Operations:
We may use and disclose your
medical information for
Rockford Health System
OHCA operation purposes
necessary to run our busi-
nesses and to make sure that
all of our patients receive

quality care.  The operations
purposes for which we may
disclose your medical infor-
mation include, but are not
limited to, various quality
assessment and improve-
ment activities, credentialing,
training activities, and health
care fraud and abuse detec-
tion or compliance activities.
For example, Rockford Health
System OHCA personnel may
use or disclose your medical
information to review the
quality of our treatment and
to evaluate the performance
of personnel in caring for you.
We also may combine your
medical information with
those of many Rockford
Health System patients to
determine whether additional
services should be offered,
what services are no longer
needed and whether certain
new treatments are effective.
We also may use and disclose
your responses to our patient
satisfaction surveys after
removing all identifying infor-
mation from the materials, to
Rockford Health System
OHCA personnel, in order to
improve our medical care and
service to future patients. 
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The Rockford Health
System OHCA may use or dis-
close your medical informa-
tion for limited operations
purposes of certain other
health care providers, clear-
inghouses or health plans.
The persons and entities to
which our system personnel
may disclose your medical
information must have or
have had a treatment rela-
tionship with you, and the
medical information dis-
closed must pertain to that
relationship. Rockford Health
System may release medical
information to appropriate
bodies to facilitate statistical
follow-up based on effective-
ness of treatment.  For exam-
ple, we may disclose medical
information to cancer or other
disease-state registries. 

Appointment Reminders:
We may use and disclose your
medical information to con-
tact you by phone or by mail
to remind you that you have
an appointment for treatment
or medical care.

Treatment Alternatives:
We may use and disclose your
medical information to tell

you about or recommend
possible treatment options or
alternatives that may be of
interest to you.

Health-Related Benefits
and Services: We may use
and disclose certain medical
information about you,
including your name, address,
phone number, diagnosis and
treatment (with correspond-
ing dates) to send you infor-
mation about health services
that may be of benefit or
interest to you.  

Hospital Directory: When
you are hospitalized at
Rockford Memorial Hospital,
we may include your name,
location within Rockford
Memorial Hospital, general
condition (e.g., "critical," "seri-
ous," "fair," or "good."), and
religious affiliation within the
Hospital directory.  This direc-
tory information, except for
your religious affiliation, may
be provided to people who
ask for you by name.  This is
so your family, friends and
clergy may visit you during
your stay and generally know
how you are doing.  We also
may release this information
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to the news media in the
case of disasters, auto acci-
dents and other police or fire
cases that are a matter of pub-
lic record. This information
would be released only if the
news media contacts the
Hospital for a report on your
medical condition and asks
for you by name.  Your reli-
gious affiliation may be given
to a member of the clergy,
such as a priest or rabbi, even
if they do not ask for you by
name.  You will be asked
upon admission if you wish for
your information to be includ-
ed in the Hospital’s directory.
If you are unable to consent or
object, we may use and dis-
close this information consis-
tent with your prior expressed
preference, if known, and in
your health professional’s
judgment.

Individuals Involved in
Your Care or Payment for
Your Care: We may disclose
medical information about
you to a family member, other
relative, close personal friend
or any other person you iden-
tify who is involved in your
medical care.  We also may

disclose information to some-
one who helps pay for your
care.  The medical information
disclosed will be limited to
that information relevant to
the person’s involvement in
your care or payment related
to your care.  We also may dis-
close your medical informa-
tion to an entity assisting in
disaster relief effort, such that
your family may be notified
about your condition, status
and location.  If you do not
want information disclosed to
certain persons, regardless of
their involvement in your
care, please notify the Privacy
Officer, in writing.  If you are
unable to object, we may
exercise our professional
judgment to determine if a
disclosure is in your best
interest.

Research: Under certain
circumstances, we may use
and disclose medical informa-
tion about you for research
purposes.  For example, a
research project may involve
comparing the health and
recovery of all patients who
received one medication to
those who received another
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for the same condition.  All
research projects, however,
are subject to a special
approval process. This
process evaluates a proposed
research project and its uses
of medical information, trying
to balance the research needs
with patients’ need for privacy
of their medical information.
Before we use or disclose
medical information for
research, the project will have
been approved through this
research approval process.
We may, however, disclose
medical information about
you to people preparing to
conduct a research project, for
example, to help them look
for patients with specific med-
ical needs, so long as the
medical information they
review does not leave the
Rockford Health System
OHCA.  We will ask for your
specific permission if the
researcher will have access to
your name, address or other
information that reveals who
you are, or will be involved in
your care at the Health
System when required to do
so by law.

As Required by Law: We
will disclose your medical
information when required to
do so by any federal, State or
local law (e.g. reporting of
coroner’s cases or child/elder
abuse with reasonable cause).

To Avert a Serious Threat
to Health or Safety: We may
disclose medical information
about you when necessary to
prevent a serious threat to
your health or safety or the
health and safety of the public
or another person.  Any dis-
closure, however, would be to
someone able to help pre-
vent or avert the threat.

Fundraising Activities:
Rockford Health System per-
sonnel may use basic contact
information about you, such
as your name, address, phone
number, and dates of service,
to send you information
about charitable contribution
opportunities on behalf  of
the Rockford Memorial
Development Foundation.  If
you do not want Rockford
Health System to send you
such information, please con-
tact the Foundation office in
writing.
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Contract Services: As part
of our health care operations,
we may disclose medical
information about you to ven-
dors with which we contract to
provide a service to the
Rockford Health System
OHCA.  Examples of such ven-
dors may include the copy
service we use when making
copies of your health record,
attorneys, auditors, certain
health care providers and
other agencies.  We may dis-
close medical information to
an external transcription com-
pany or coding service for pur-
poses of retransmitting that
data back to Rockford Health
System’s clinical repository for
inclusion in patients’ health
records.  We may disclose
medical information to a uti-
lization review or case man-
agement group to review uti-
lization/length-of-stay/or case
management information, or
to otherwise interact with
third party payors for the pur-
pose of obtaining authoriza-
tion for continued hospitaliza-
tion or appealing medical
denials.  When these services
are contracted, we may dis-
close your medical informa-

tion to our vendors such that
they can perform the job we
have asked them to do.  To
protect your medical informa-
tion, we require the vendors
to appropriately safeguard
your information by requiring
that they enter into an appro-
priate agreement with
Rockford Health System.

Incidental Uses and
Disclosures: Rockford Health
System OHCA personnel may
use and disclose your medical
information incident to anoth-
er use or disclosure of your
medical information that is
permitted or required under
law.

Limited Data Sets:
Rockford Health System
OHCA personnel may use or
disclose a limited data set of
your medical information (i.e.,
a subset of your medical infor-
mation in which all identifying
information has been
removed) for purposes of
research, public health, or
health care operations.  Prior
to our release, any recipient of
that limited data must agree
to appropriately safeguard
your information.
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SPECIAL SITUATIONS

• Organ and Tissue Donation:
The Rockford Health
System OHCA may disclose
protected health informa-
tion to facilitate organ dona-
tion and transplantation.

• Workers’ Compensation:
The Rockford Health
System OHCA may release
medical information about
you for workers’ compensa-
tion or similar programs that
provide benefits for work-
related injuries or illness.

• Public Health Risks: We
may release medical infor-
mation about you for public
health activities, including
the following:

• to prevent or control dis-
ease, injury or disability;

• to report births and
deaths;

• to report child abuse or
neglect;

• to report reactions to
medications or problems
with products;

• to notify people of recalls
of products they may be
using;

• as permitted by State
law, to notify a person
who may have been
exposed to a disease or
may be at risk for con-
tracting or spreading a
disease or condition;

• to notify the appropriate
government authority if
we believe a patient has
been the victim of abuse,
neglect or domestic vio-
lence.

• Health Oversight Activities:
We may disclose medical
information about you to
health oversight agencies
for activities authorized
by law.  These activities
include, for example, audits,
investigations, inspections
and licensure.  These activi-
ties are necessary for gov-
ernment to monitor the
health care system, govern-
mental programs and civil
rights laws.

• Lawsuits and Disputes: We
may disclose medical infor-
mation about you in
response to a subpoena,
discovery request or other
lawful order from a court.
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• Law Enforcement: We may
release medical information
about you, if asked to do so
by a law enforcement official
as part of law enforcement
activities in investigations of
criminal conduct or victims
of crime; in response to
court orders; in emergency
circumstances; or when oth-
erwise required to do so by
law.

• Coroners, Medical Examiners
and Funeral Directors: The
Rockford Health System
OHCA may release medical
information about you to a
coroner or medical examin-
er.  This may be necessary,
for example, to identify a
deceased person or deter-
mine a cause of death.  We
also may release medical
information about patients
to funeral directors to per-
mit them to carry out their
activities.

• Military Activity: When the
appropriate conditions
apply, we may use or
disclose protected health
information:

• for activities deemed
necessary by appropri-

ate military command
authorities; 

• for the purpose of a
determination by the
Department of Veteran
Affairs of your eligibility
for benefits, 

• to foreign military author-
ity if you are a member
of that foreign military
services.  

• Protective Service for the
President and National
Security: We may release
your protected health infor-
mation to authorized feder-
al officials for conducting
national security and intelli-
gence activities, including
for the provision of protec-
tive services to the
President or other autho-
rized persons or foreign
heads of state.

• Inmates: If you are an
inmate of a correctional
institution or under the cus-
tody of a law enforcement
official, we may release
medical information about
you to the correctional insti-
tution or law enforcement
official as necessary:
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• for the institution to provide
you with care; 

• to protect your health and
safety or the health or safety
of others; 

• for the safety or security of
the correctional institution.

Right to Change or
Update This Notice: The
Rockford Health System
OHCA reserves the right to
change our practices and to
make the new provisions
effective for all Protected
Health Information we main-
tain.  Should our privacy
practices change, a revised
Notice will be made
available on our website at
www.rockfordhealthsystem.org
or by request in writing to the
Privacy Officer.

YOUR RIGHTS
REGARDING YOUR
MEDICAL INFORMATION

You have the following
rights regarding the medical
information about you that we
maintain:

Right to Request
C o n f i d e n t i a l
Communications: You have
the right to request and to

receive (if the request is rea-
sonable) confidential commu-
nications of protected health
information by alternative
means or at alternative loca-
tions (for example, receive
information at your office
instead of at home).  Any such
request must be submitted in
writing to the Privacy Officer.

Right to Request
Restrictions: You have the
right to request a restriction or
limitation on the medical
information we use or dis-
close for treatment, payment
or health care operations.  You
also have the right to request
a limit on the medical infor-
mation we disclose about you
to someone who is involved
in your care, such as a family
member or friend.  For exam-
ple, you could ask that we not
use or disclose information
about a surgery you had. We
are not required to agree to
your request.  If we do agree,
we will comply with your
request unless the informa-
tion is needed to provide
emergency treatment. To
request restrictions, you must
make your request in writing
to the Privacy Officer and
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state what information you
want to limit; whether you
want to limit our use, disclo-
sure, or both; and to whom
you want the limits to apply.  

Right to Inspect and Copy:
You have the right to inspect
and obtain a copy of your
medical information except
in limited circumstances.
Generally, this includes med-
ical and billing records, but
does not include psychother-
apy notes.  In order to inspect
such records, you must sub-
mit your request in writing to
the appropriate treating facili-
ty.  If you request a copy of
your records, we may charge a
fee for the costs of copying,
mailing or other supplies
associated with your request.  

We may deny your request
to inspect and copy in certain
very limited circumstances.  If
you are denied access to your
medical information, you may
request that the denial be
reviewed.  We will comply
with the outcome of the
review.

Right to Amend: If you
believe the medical informa-
tion we have about you is

incomplete or incorrect, you
have the right to request an
amendment to the medical
information contained within
your medical record. Your
request for an amendment
must be made in writing and
submitted to the Privacy
Officer.  In addition, you must
provide a reason that sup-
ports your request. We may
deny your request for an
amendment if it is not in writ-
ing or does not include a rea-
son to support the request.  In
addition, your request may
be denied if you ask us to
amend information that:

• was not created by us,
unless the person or
entity that created the
information is no longer
available to make the
amendment;

• is not part of the medical
information kept by or for
the Rockford Health
System OHCA; 

• is not part of the informa-
tion which you would be
permitted to inspect and
copy; or

• is accurate and complete.
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Right to an Accounting of
Disclosures: You have the
right to request and receive
an accounting of disclosures
of your medical information
maintained by the Rockford
Health System OHCA in the
six (6) years prior to the
request date, or during the
period between the request
date and April 14, 2003,
whichever is more recent.
Such an accounting will not
include disclosures: 

• to carry out treatment,
payment or healthcare
operations,

• to create an accurate
patient directory,

• to notify persons
involved in your care,

• to ensure national security,

• to comply with the
authorized requests of
law enforcement,

• to inform you of the con-
tent of your medical
records.  

Any accounting will not
include disclosures that you
expressly authorize.  The first
accounting that you request
within any 12-month period
will be free.  For additional

accountings, we may charge
you for the costs of providing
the list.  If you would like
more information on how to
exercise these rights, please
contact the Privacy Officer.

Right to a Paper Copy of
This Notice: You have the
right to a paper copy of this
notice upon request.  

You may obtain a copy of
this notice at our website,
http://www.rockfordhealthsys-
tem.org, or obtain a copy from
Patient Registration or
Administration at Rockford
Memorial Hospital, any
Rockford Clinic location or the
Visiting Nurses Association of
Greater Rockford.

FURTHER INQUIRIES
OR GRIEVANCES 

If you need further infor-
mation concerning this notice
or its statements, you may
contact the Privacy Officer as
listed below.  If you feel that
your privacy rights have been
violated, you may submit
your complaint in writing to
the applicable Privacy Officer
or the U.S. Department of
Health and Human Services.
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Patients will not be retali-
ated against for filing a com-
plaint.

CONTACTS:

Privacy Officer
Rockford Health System
(Rockford Memorial Hospital,
Rockford Clinic, Visiting
Nurses Association)
2400 North Rockton Avenue
Rockford, IL 61103
815-971-7315

Privacy Officer 
Dr. Bradley Munson
Rockford Radiology
Associates
2400 North Rockton Avenue
Rockford, IL 61103
815-971-5477

Privacy Officer
Rockford Radiation
Oncology, Ltd.
320 N. Alpine Road, Suite 208
Rockford, IL 61107
815-227-4520

U.S. Department of Health
& Human Services
200 Independence Ave. S.W.
Washington, D.C. 20201
202-619-0257
Toll Free:  1-877-696-6775

Rockford Memorial
Development Foundation
2400 N. Rockton Avenue
Rockford, IL 61103
815-971-4141

This notice is effective
April 14, 2003
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